Installeer alvast volgende:

- Wireshark Eten: https://haldis.zeus.gent/order/uh438ase
- Ghidra

Voor windows:

- 7Zip
- WSL (windows subsystem for linux)

Wifi: Zeus Event

ww: eventisdemaxi1408



Intro hacking en CTF

So———




Wat is een CTF
Capture the ﬂag Zeu SCTF {1 k_b3n_33n_f ]_4g_H4DJ 5D

Jeopardy, Attack/Defence

Challenges

Web Crypto Forensics Reverse Misc

Verschillende categorieén = -




Algemene tips

Lees beschrijving en naam van challenge!
Zoeken naar gelijkaardige oude challenges

Kijk eens op de website van de maker van de challenge (tools, blogposts)



Encodings

binary
hexadecimal (hex)

base64
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Encodings - Base 64

Index Binary | Char | Index | Binary Char | | Index | Binary | Char | | Index | Binary Char

0 |000000 A 16 | 010000 @ 32 100000 g 48 110000 w

encoderen van 6 bits 1 | 000001 | B 17 /010001 | R 33 100001 | h 49 110001 | x

2 000010 ¢ 18 | 010010 s 34 100010 | i 50 | 110010 y

3 000011 D 19 | 010011 | T 35 | 100011 | 3§ 51 | 110011 |z

4 000100 E 20 010100 U 36 100100 k 52 110100 0

5 000101 F 21 010101 Vv 37 100101 | 1 53 110101 | 1

6 | 000110 G 22 010110 W 38 100110 | m 54 | 110110 | 2

@ Sophie Alpert h 7 000111 | H 23 (010111 | X 39 100111 | n 55 | 110111 | 3
- @sophiebits

8 001000 I 24 | 011000 | Y 40 101000 o 56 | 111000 | 4

> aGkgdHdpd... 9 |o001001| g 25 | 011001 | z 41 101001 p 57 | 111001 | 5

10 001010 K 26 | 011010 | a 42 101010 g 58 | 111010 6

me: | have no idea what this is 11 | 001011 | L 27 | 011011 b 43 101011 «r 59 | 111011 | 7

12 | 001100 M 28 | 011100 ¢ 44 101100 | s 60 | 111100 8

> aGkgdHdpdHRIcg== 13 001101 | N 29 | 011101 | d 45 101101 | t 61 | 111101 | 9

14 | 001110 | © 30 011110 | e 46 | 101110 | u 62 | 111110 | +

me: oh it's base 64 15 | 001111 | P 31 011111 | £ 47 101111 | v 63 | 111111 | /

10:20 PM - Mar 6, 2019 - Twitter for iPhone padding



Algemene tools

Cyberchef | encodings F ﬁ
pwntools | Python library voor CTFs

cURL / weget | requests

netcat (nc) | connectie met een server Cur‘lg / /
™ PWNTOOLS
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Wi wa web

F12

Ctrl + Shift + 1

klik > inspect element

Rechts



Console - Inspector

HTML &

Save Page As...
Save Page to Pocket
Comments . |
end Page to Device
Select All

Hidden HTML onsole : ' e ShyeBliter S AT U Mel Take Screenshot

View Page Source
Inspect Accessibility Properties

Inspect (Q)

dden-tablet
1ttps

nline-flex

html > body.site > fo



Console - Network

Requests tussen browser en server

Copy Value Copy URL
Save All As HAR Copy as cURL
Copy as PowerShell

images, javascript, json, ...

Resend
Edit and Resend

Block URL Copy Request Headers
headers

Open in New Tab Copy Response Headers

Copy as Fetch

Start Performance Analysis... Copy Response

C Opy dasS CURL Use as Eetch in Console Copy All As HAR

D Inspector Console [ Debugger T'lr Network {} Style Editor () Performance {F Memory B Storage

G t 888 Application
Ty [l + Q ® [Alll HTML €SS JS XHR Fonts Im
k,:'fxr\.‘: Method 1ain File tiat T
ET doc 1 1tm
200 ET mnai stylesheet
ET all.min.css tyle t
ET mg
@ SET jamification. script
ET search.js script

GET stats.zeus.gent tracker.js (script)
GET @ gamification.zeus.gent top4.json gamification.js:1 (xhr) son
E ) pe
ET ) ng ng
200 ET n png

o




Console - Network - Requests

Informatie over requests
Status

Headers
Informatie over request en response
- Soms nuttig

Cookies

Block | Resen
zeus.ger
200 @
HTTP/2
5,80 kB (17,53 kB size)
Highest
System
v Raw @
MT
); includeSubDomains; preload
X-Xss-protection
¥ Request Header Raw @
plication/xml;q=0.9,image/avif,image/webp,*/*;q=0.8



Console - Storage

- Cookies
- Waarden bekijken (en veranderen)

- Local storage (en varianten)

® O Inspector Console Yebugge Network Style Editor () Performance {k Memory (B Storage
v E] Cache Storage
@ https://zeus.gent
[z] Cookies
@ https://zeus.gent
> [E) Indexed DB

© heps

v 8 Local Storage

@ nttps

E] Session Storage

@ https://zeus.gent




Web - Challenge

onotes - 3 flags

Browser naar IP: http://10.2.2.175:5000



Reverse engineering / Binary exploitation

Begrijpen wat een programma doet (met of zonder code)
Bugs vinden

Bugs gebruiken




RE/BE - Strings

. . . G! ~/c r intro_hacking_ctf/reversing on gty main ?1 strings strings_example
zoekt strings in gelijk welke files (A EEERE

__cxa_finalize
__libc_start_main

idee krijgen van wat het is

flags?

_ITM_deregisterTMCloneTable

__gmon_start__
g;]?(zl) _ITM_registerTMCloneTable

CTF{1_h4v3_b33n_string3d}
;*3$"

G6CC: (GNU) 13.2.0
.B#>M$#=1

Lu=/
../sysdeps/x86_64/start.S
/builddir/glibc-2.38/csu

intro_hacking_ctf/reversi > on gityY main 2?1 tring ings_example | grep -E '[[:alpha:]]+{[*}]+}'




FA R R KRR KRR KR
‘ FUNCTION
AR R KRRk

andefined main()

undefined AL:1 <RETURN=>
undefined4 Stack[-0Oxc]:4 local_c
R E/ B E - ASS e m b Iy undefinedl Stack[-0x16] :1 local_16
main XREF[4] :
00401136 55 PUSH
00401137 48 89 e5 MOV
0040113a 48 83 ec 10  SUB
L3 0040113e c7 45 fc MoV dword ptr [RBP + local_c],0x0
COl“pller’ 00 00 00 00
. 00401145 bf 04 20 MOV EDI,s_Add_number:_00402004
40 00
0040114a b8 00 00 MOV EAX, 0X0
. 00 00
COde Sy blnary 0040114F o8 :; fe CALL <EXTERNAL>: :printf
00401154 48 8d 45 f2  LEA RaX=>local_16, [REP + -Oxe]
00401158 48 89 c6 MOV RSI, RAX
0040115b bf 11 20 MOV EDI, DAT_00402011
. 40 00
blnary gelezen als asse [ [ Ibly 00401160 b8 00 00 MOV EAX, 0XO0
00 00
00401165 e8 d6 fe CALL <EXTERNAL>::__isoc99_scanf
ff ff
.o .o 0040116a 83 7d fc 00 CcMP dword ptr [RBP + local_c],0x0
Makkell] ker Om te begrl]pen 0040116e 7e 23 JLE LAB_00401193
00401170 bf 14 20 MOV EDI, DAT_00402014
40 00
00401175 b8 00 00 MOV EAX, 0XO0
00 00
0040117a e8 bl fe CALL <EXTERNAL>: :printf
= "l = g " ff ff
printf("Name: ) ; 0040117f 8b 45 fc MoV EAX,dword ptr [REP + local_cl
00401182 89 c6 MOV ESI, EAX
scanf("%s" 7 &buf) - 00401184 bf 18 20 MoV EDI, DAT_00402018

if (num > 0) {
printf("Ohno\n");
printf("%d", num);

printf("Hello %s!", buf);



A R K R KR KRR RO KRR OK Rk R KRR R R kR k Rk ok ok

* FUNCTION
AR KRR KRR Rk

= undefined main()
- I ra undefined AL:1 <RETURN=
undefined4 Stack[-0xc]:4 local_c

undefinedl Stack[-0x16]:1 local_16
. . l main XF
00401136 55 PUSH REP
00401137 48 89 €5 MOV RBP, RSP
. _ _ . 0040113a 48 83 ec 10 SUB RSP, 0x10
Binary => (leesbare) assembly => decompile GilarcT et . R twohd pte (R TelNL e
00 00 00 00
00401145 bf 04 20 MOV EDT,s_Add_number:_00402004
40 00
0040114a b8 00 00 MOV EAX, 0X0
; : : 00 00
tlandefined8 main(void) 0040114f e8 dc fe CALL <EXTERNAL>: :printf
P
i ff ff
q 00401154 48 8d 45 f2  LEA RaX=>local_16, [RBP + -Oxe]
: i 00401158 48 89 c6 MOV RSI, RAX
1| undefined local_16 [10]: 0040115b bf 11 20 MoV EDI, DAT_00402011
il uint local c; 40 00
i = 00401160 b8 00 00 MOV EAX, 0X0
00 00
i{ local ¢ = 0; 00401165 e8 d6 fe CALL <EXTERNAL>:: _iso0c99 scanf
l printf("Name: ") 0040116a ;; ;Z fc 00 cMP dword ptr [RBP + local_c],0x0
7 2 ’ =3, ! ocal_c],0x
| _._1$0c99__§canf (&DHT_0040200b , loc dl_lb) ; 0040116e 7e 23 ILE LAB_00401193
if (0 < (int)local c) { 00401170 bf 14 20 MOV EDI, DAT_00402014
I i it 40 00
i puts( Ofl?no" ) 00401175 b8 00 00 MOV EAX, 0X0
: printf("%d", (ulong)local_c); 00 00
} 0040117a 8 bl fe CALL <EXTERNAL>: :printf
: < ff ff
t| printf("Hello %s!",local_16); 0040117f 8b 45 fc MOV EAX,dword ptr [RBP + local c]
i| return O; 00401182 89 c6 MOV ESI, EAX
vh 00401184 bf 18 20 MOV EDT, DAT_00402018




RE/BE - Stack (overflow)

Opslag van variabelen

In volgorde van uitvoering
scanf schrijft alle output naar buffer

11 chars => overschrijft num

=>1num =/= 0

#include <stdio.h>

int main() {

int num = 0;
har buf[10];

printf("Name: ");
scanf("%s", &buf);

if (num > 0) {
printf("Ohno\n");
printf("%d", num);
¥

printf("Hello %s!", buf);

buf|
buff
buf]
buff
buf
buff
buf]
buf
buf|
buff
num

© |00~ ||~ |W[N =[O




Andere tools

- GDB: GNU Project Debugger

- pwntools
- Veel tools voor binary exploitation
- Integratie met GDB

- Objdump
- Hexedit



RE/BE - Challenge

buf.c - 1flag Ghidra:
q Maak project
ono.c - 1lag Druk op draak icoon
. . (~animatie~)
http://10.2.2.175:8000/ Sleep binary op Ghidra

File Edit Project Tools Help
SRR R EAR
Tool Chest —

R

Active Project: test

"lj_:?test




Mobile

Mostly Android APK’s - IOS is very rare

Languages:
- Java
- Kotlin
- Dart

APKs are just zip files. Use a decompiler on the final files.




Mobile - Native Libraries

Files i

Workspace @i

Sometimes native libraries are _
used » regular reversing

androidx
com

techniques k-

o~ [ databinding
BuildConfig.class
MainActivity$l.class
MainActivity.class
Rgcolor.class
R¢drawable.class
Rgid.class
R$layout.class
R$mipmap.class
R$string.class
R$style.class
o R$xml.class
@ R.class
o google
= Decoded Resources
kotlin
kotlinx
lib
arme4-vga
libsquareguard.so
armeabiv7a
libsquareguard.so
? 86
libsquareguard.so
#E86_64
libsquareguard.so
o META-INF
o ¥ org
o I res
= AndroidManifest.xml

b
- o

-

o

" comfexample/squareguard/R.class

Quick file search (no file extension} ” = | +

[]Exact path []Match case []Auto open

comfexample/squareguard/MainActi

FernFlower Decompiler

ONOUEWN -

asw

o0

2.
2
2
2

NN,
© o~

w
o

l

*ll

| matd

package com.example.squareguard;

import android.os.Bundle;

import android.widget.Button;

import android.widget.TextView;

import androidx.appcompat.app.AppCompatActivity;

import com.example.squareguard.databinding.ActivityMainBinding;

public class MainActivity extends AppCompatActivity {

private ActivityMainBinding binding;

static {
en.loadLibrary ("squareguard");
}

public native String authenticateKey(String varl);

String getTextKey() {

return ((TextView)this.findviewById(2131230897)).getText().toString();

protected void onCreate(Bundle varl) {
super.onCreate (varl);

ActivityMainBinding var2 = ActivityMainBinding.inflate (this.getLayoutIni

this.binding = var2;
this.setContentView(var2.getRoot());

((Button)this. findviewById(2131230818)).setOnClickListener(new 1(this));



Mobile - Bytecodeviewer

Jar/Apk viewer https://github.com/Konloch/bytecode-viewer

File View Settings Plugins

Fies Workspace
r s [ i s vert.svq
£ T Eytecad
. . t s | Match case 2 [ 2 ]|CMatchcase
M 1 D moiler : o N e
T 2 2 O aversioncson
£t import. androtd. contant.contentalues;
b~ import i contrs Cotart 3 static fimal java.unil
B & i e e D
i kot import android. datebese. sq\ua oL teDatabase; c
i ot st imort android. database. sqlite. Sau teSkcaption rieiicibaetitalby
| Fpiy - limpart ndroid.dataoaee, a4 0 Eocpempeton Private io.rakan.api
Butdernfronce kotin metacat o import ava.io. =l
10 import Javautil. Hechvep; static { /7 <ctina
ey e scoptontth e import Java.utiL.L new java/util
<ot etsdits > ingort Java.util, op
re C O 1 l import Smvokespecisl
I I l I l tatic 1
Class b extends saLiteopentielper { Ervekestatic 1
Static final pap d = new tashiep(); putstatic 10/1
private staeic final £33
1 H )
> | private bestem b= true; X
Private ¢ ¢ protected blandroid.co
2 Epmrtaredes o 2 4Bl
wm 2 | protected bicontext var1, string var2) { - Stond 177 rof
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mwa.wum metsdata . this.a = varl.getOatabasePathla(var2)); : Invokestatic i
A = kebloar2); = aconst. i
egalwgumentsceptio ' 2 foonst s
Hogas teescoptianiodn mec - - ivokespecial
romouosorascomortar | | 2 private tong atcerios param, tang paranz F sload 0.1/ rof]
mplitinmetasad | ff = 77 5¢F Coutant be decompil
'
[ e e — | R g
oo seweh morieseens] = [ | | 5 st b aicontoxt varo) ¢
| a return a((Cantextivaro, (string)all);
Exact path (I Match case [JAuto op Y
static b alcontext varo, wart 7 Toad 2
Search io invekestatic i
search from [Al classes || . o pop
: vart % Teturn
Elion z labeln: ¢ : )
Search string: “able variooo;
o 3 Label7s 5 private Long atjava.ld
= boctean var1ocor; Ty ey
Searcn b var
Srenne p cring vara;
e i e
uara = k.blvara);
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P 3 catch (rhrowibl P
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variooos ~ fatees
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i fvarz 1= ml) € s
bresk label71; A
1 Labetes 1
A
s = e vara geaplscationcrcext) vl
. dput(yars; varil)
= break -
) cateh (hrosibi vare) ¢
ar10000 = vare;
Variooos - fatse;
bresk Labelss;
% Trycatchzs: Lis to
1 Trycatchzz: Lis to
TryGatcha: L19 to
s var1o = varioono; Trycatchis: L19 1o
. throw var1o; s TiGacho: Lio
) I — |
Refresh




Forensics

- Verstoppen van data in een ander bestand (Steganography)

- Kijken naar inhoud van files (niet alleen interpretatie ervan)
- metadata in foto’s
- verstopte data in pdf’s

- Network traces (wireshark)
- TCP, UDP, HTTP




Forensics - Wireshark

- pcap bestand

- bevat de data over een connectie (bv wifi)
- kan veel protocollen begrijpen: HTTP, TCP, UDP, ...

1l

o P ) L = 2 3B = =
A u ® G Qems2ZESF &S = Q Q I
(M [Apply a display filter ... <Ctrl-/> = -]+
No. Time Source Destination Protocol Length Info
10.000000000 10.0.10.0 34.107.221.82 HTTP 369 GET /success.txt?ipv4 HTTP/1.1
2 0.000855463 10.0.10.0 34.107.221.82 HTTP 367 GET /canonical.html HTTP/1.1
3 0.011179344 34.107.221.82 10.0.10.0 HTTP 282 HTTP/1.1 200 OK (text/plain)
4 0.011179372 34.107.221.82 10.0.10.0 HTTP 364 HTTP/1.1 200 OK (text/html)



Forensics - Wireshark

Interpretatie van data

Frame 8: 367 bytes on wire (2936 bits), 367
Ethernet II, Src: Intel_Oe:11:ef (3c:6a:a7:
Internet Protocol Version 4, Src: 10.0.10.C
Transmission Control Protocol, Src Port: 37
Hypertext Transfer Protocol

GET /canonical.html HTTP/1.1\r\n

Host: detectportal.firefox.com\r\n

User-Agent: Mozilla/5.0 (X11; Linux Xx86_¢

Accept: */*\r\n

Accept-Language: en-US,en;q=0.5\r\n

Accept-Encoding: gzip, deflate\r\n

Cache-Control: no-cache\r\n

Pragma: no-cache\r\n

DNT: 1\r\n

Connection: keep-alive\r\n

\r\n

[Full request URI: http://detectportal.f:

[HTTP request 2/2]

[Prev request in frame: 2]

[Response in frame: 10]

Ra

uwe data

4c
01
dd
01
cd
2e
48
61
55
6¢Cc
6e
32
30
2e
Pa
3a
od
67
od
20

ed
61
52
f5
f8
68
6f
6c
73
6C
75
32
31
30
41
20
fa
3a
Oa
6e

fb
fa
92
6
47
74
73
2e
65
61
78
2e
30
od
63
65
41
20
43
6f

35
b4
d4
fa
45
6d
74
66
72
2f
20
30
31
Pa
63
6e
63
67
61
2d

22
40
00
00
54
6C
3a
69
2d
35
78
29
20
41
65
2d
63
7a
63
63

a8
00
50
00
20
20
20
72
41
2e
38
20
46
63
70
55
65
69
68
61

3c
40
49
01
2F
48
64
65
67
30
36
47
69
63
74
53
70
70
65
63

6a
06
b3
01
63
54
65
66
65
20
5f
65
72
65
2d
2c
74
2cC
2d
68

a7
2b
4c
08
61
54
74
6f
6e
28
36
63
65
70
4c
65
2d
20
43
65

Qe
25
22
Oa
6e
50
65
78
74
58
34
6b
66
74
61
6e
45
64
6f
od

11
Pa
4a
b8
6f
2f
63
2e
3a
31
3b
6f
6f
3a
6e
3b
6e
65
6e
Pa

ef
00
7c
e7
6e
31
74
63
20
31
20
2f
78
20
67
71
63
66
74
50

08
Oa
ed
2c
69
2e
70
6f
4d
3b
72
32
2f
2a
75
3d
6f
6C
72
72

00
00
70
de
63
31
6f
6d
6f
20
76
30
31
2f
61
30
64
61
6f
61

45
22
80
ba
61
od
72
od
7a
4c
3a
31
32
2a
67
2e
69
74
6¢C
67

(c]0]
6b
18
e8
6C
Pa
74
Pa
69
69
31
30
32
od
65
35
6e
65
3a
6d

L 5ll1<j
a @@
R --PI

GET /c
.html HT
Host: de
al.firef
User-Age
11la/5.0
nux x86_
22.0) Ge
0101 Fir
.0- -Acce
Accept-
: en-US,

Accept
g: gzip,

Cache-

no-cach

E
+% "k
LllJl p

’
anonical
TP/1.1
tectport
0X.com
nt: Mozi
(X11; Li
64; rv:1
cko/2010
efox/122
o] B
Language
en;q=0.5
-Encodin

deflate
Control:
e- -Pragm



Forensics - HTTP

- Communicatie tussen browser en server
- https = http maar versleuteld

- Request: welk document?
- Response: inhoud document

Follow the arrows

GET request + HTTP response

HTTP 369 GET /success.txt?ipv4 HTTP/1.1 L
HTTP 282 HTTP/1.1 200 OK (text/plain)

B 11 0.888211434 10.0.10.0 34.107.221.82 369 GET /success.txt?pv4 HTTP/.1
< 12 0.896326215 34.107.221.82 10.0.10.0 HTTP 282 HTTP/1.1 200 OK (text/plain)




Forensics - TCP/UDP

- Data over het netwerk

- Kan anders worden geinterpreteerd (HTTP loopt over TCP)

- Kan gewoon data zijn
- TCP

- conversatie
- beloftes over aflevering

- UDP

- roepen
- dingen kunnen verloren gaan

Mark/Unmark Packet
lgnore/Unignore Packet
Set/Unset Time Reference
Time Shift...

Packet Comments

Edit Resolved Name
Apply as Filter

Prepare as Filter
Conversation Filter
Colorize Conversation

Ctrl+M
Ctrl+D
Ctrl+T
Ctrl+Shift+T

66 40376 — 4000 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=1413192417 TSecr=1833962237
71 40376 — 4000 [PSH, ACK] Seg=1 Ack=1 Win=64256 Len=5 TSval=1413193769 TSecr=1833962237
66 4000 — 40376 [ACK] Seq=1 Ack=6 Win=31872 Len=0 TSval=1833963598 TSecr=1413193769

66 58766 - 8960 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=1413357442 TSecr=1834127251

v v v w

"[ACK] Seq=1 Ack=1

[PSH, ACK] Seq=1

[ACK] Seq=1 Ack= 6

1
[ACK] Seqg=1 Ack=3
[PSH, ACK] Seq=1 .

Fracisy1l Ccam—nA0 AAl

73 06 1d 3c 6a a

SCTP Ob 40 00 40 06
( Follow » TCP Stream Ctrl+Alt+Shift+T




Forensics - File extensies zijn een leugen (sorry windows)

Veel dingen zijn een zip (probeer dingen te openen met 7zip)
- docx, jar, apk
file command

- kijkt naar inhoud om te bepalen welke file het is

> file zeus.wpi

zeus.wpi: Zip archive data, at least v2.0 to extract, compression method=deflate




Forensics - Challenge

Wireshark - 2 flags

zeus.wpi - 1 flag http://10.2.2.175:8000/

Extracurricular:

Andere protocollen in wireshark (ARP)
Crypto in protocollen

Formaat protocollen goed kennen
Checksums

Wifi handshake afluisteren & bruteforce



Crypto(graphy)

Versleutelen van informatie
Begrijpen algoritme en fout vinden en gebruiken

- Informatie lekken
- Foute input

~W~i~s~k~u~n~d~e~

Il o°

= ]

[BS
> | Do | 4 o

NHX
H o+ o°

~ o° i

= = - -
“sEEEEEEEEEEEEEEEEEEEEEEDN [ N EEEE NGNS R EEEEEEEREEEEEEREEREER H



Crypto - Caesar cipher

Elke letter vervangen door de letter x plaatsen verder

Rot13: Caesar cipher met shift = 13




Crypto - XOR @

Exclusieve OR functie = @
Volledig reversible:
Text ® Key = Encrypted
Encrypted @ Key = Text
Text ® Encrypted = Key

USING EXCLUSIVE OR (XOR ) IN CRYPTOGRAPHY

)L(8(§|C 0 XORO - 0 Same Bits
1 x0r1 =0 Same Bits
1 xor0 = 1 Different Bits
¥OR Symbaol
(a5 0 xor1 = 1 Different Bits

ENCRYPT

@00110101 Plaintext
1110001 1 secretkey
=11010110 ciphertext

DECRYPT

e1 10101 10 ciphertext
1110001 1 secretKey
00110101 piaintext




Crypto - XOR © (advanced)

Korte keys = slecht

Zeus 1s the sky and thunder god

Rey repetition 1231231231231231231231231231231

deel input geweten > key lekken?

ENCRYPTED
LONGDATAT

HATISLONG

elke 10de char is newline Gekende file header (Magic bytes)




Links:

_ hitps:/www.dcode.fr/en/
Crypto Ghallenge hitps://gchq.github.io/CvberChef/

https://eithub.com/trou/rshkb

encrypted flag.txt - 1 flag
flags.txt - 4 flags


https://www.dcode.fr/en/
https://gchq.github.io/CyberChef/
https://github.com/trou/rsbkb

Andere Categorieen

- OSINT
- Verzamelen van publieke (open) informatie
- Misc
- Random challenges
- Programming
- Programming opdracht (scriptingtalen)
- Hardware
- Microcontrollers




Next?

Volgende week zeus CTF

PicoCTF

Writeups lezen


https://zeus.gent/events/23-24/ctf/

Vragen?

ZIIN ERNOGIVRAGENDD

Zeus kelder :D
Nu

csche@zeus.ugent.be




